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LAW ENFORCEMENT CODE OF ETHICS

As a Law Enforcement Officer, my fundamental duty is to serve the community; to safeguard
lives and property; to protect the innocent against deception, the weak against oppression or
intimidation, and the peaceful against violence or disorder; and to respect the Constitutional rights
of all to liberty, equality and justice.

I will keep my private life unsullied as an example to all and will behave in a manner that does
not bring discredit to me or to my agency. | will maintain courageous calm in the face of danger,
scorn, or ridicule; develop self-restraint; and be constantly mindful of the welfare of others. Honest
in thought and deed both in my personal and official life, | will be exemplary in obeying the law
and the regulations of my department. Whatever | see or hear of a confidential nature or that is
confided to me in my official capacity will be kept ever secret unless revelation is necessary in
the performance of my duty.

I will never act officiously or permit personal feelings, prejudices, political beliefs, aspirations,
animosities, or friendships to influence my decisions. With no compromise for crime and with
relentless prosecution of criminals, | will enforce the law courteously and appropriately without
fear or favor, malice or ill will, never employing unnecessary force or violence and never accepting
gratuities.

| recognize the badge of my office as a symbol of public faith, and | accept it as a public trust
to be held so long as | am true to the ethics of the police service. | will never engage in acts of
corruption or bribery, nor will I condone such acts by other police officers. | will cooperate with all
legally authorized agencies and their representatives in the pursuit of justice.

I know that | alone am responsible for my own standard of professional performance and will take
every reasonable opportunity to enhance and improve my level of knowledge and competence.

I will constantly strive to achieve these objectives and ideals, dedicating myself before God to my
chosen profession...law enforcement.
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MISSION STATEMENT
The Mission of the Weber County Sheriff's Office is Integrity-Initiative-Intelligence.
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Chapter 1 - Law Enforcement Role and Authority
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Law Enforcement Authority

100.1 PURPOSE AND SCOPE
The purpose of this policy is to affirm the authority of the members of the Weber County Sheriff's

Office to perform their functions based on established legal authority.

100.2 POLICY
Itis the policy of the Weber County Sheriff's Office to limit its members to only exercise the authority

granted to them by law.

While this sheriff's office recognizes the power of peace officers to make arrests and take other
enforcement action, deputies are encouraged to use sound discretion in the enforcement of the
law. This sheriff's office does not tolerate abuse of law enforcement authority.

100.3 PEACE OFFICER POWERS
Sworn members of the Office shall be considered peace officers pursuant to Utah Code 53-13-102
and Utah Code 53-13-103.

100.3.1 ARREST AUTHORITY WITHIN THE JURISDICTION OF THE WEBER COUNTY
SHERIFF'S OFFICE
The arrest authority within the jurisdiction of the Weber County Sheriff's Office includes:

(@ In compliance with an arrest warrant.
(b)  Without a warrant (Utah Code 77-7-2):
1. For a public offense committed or attempted in the presence of a deputy.

2. When a deputy has reasonable cause to believe that a felony or class A
misdemeanor has been committed.

3. When a deputy has reasonable cause to believe that a public offense has been
committed and the person to be arrested may flee or conceal him/herself to avoid
arrest, destroy or conceal evidence or injure another person or damage property.

(c) Without a warrant when there is reasonable cause to believe that the person has
committed theft (Utah Code 77-7-13).

(d)  Without a warrant when a deputy has probable cause to believe that a person is driving
under the influence in violation of Utah Code 41-6a-502 (Utah Code 41-6a-508).

100.3.2 ARREST AUTHORITY OUTSIDE THE JURISDICTION OF THE WEBER COUNTY
SHERIFF'S OFFICE
The arrest authority of deputies outside the jurisdiction of the Weber County Sheriff's Office

includes (Utah Code 77-9-3):

(@8 When the deputy is in fresh pursuit of an offender for the purpose of arresting and
holding the person in custody or returning the person to the jurisdiction where the
offense occurred.

(b)  When a public offense has been committed in the presence of the deputy.
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Law Enforcement Authority

(c) When the deputy is participating in an investigation of criminal activity which originated
in the jurisdiction of the Weber County Sheriff's Office in cooperation with the local
law enforcement authority.

(d)  When the deputy is called to assist officers in another jurisdiction.

Deputies should, when practicable, notify and receive approval from the local law enforcement
authority prior to taking enforcement action.

100.4 CONSTITUTIONAL REQUIREMENTS
All members shall observe and comply with every person’s clearly established rights under the
United States and Utah Constitutions.

100.5 INTERSTATE PEACE OFFICER POWERS
Peace officer powers may be extended to other states:

(@) As applicable under interstate compacts, memorandums of understanding or mutual
aid agreements in compliance with the laws of each state.

(b) When a deputy enters another state in fresh pursuit:

1. In Colorado, to arrest the person for a crime committed in Utah (CRS §
16-3-104).

2. In Arizona, Idaho, Nevada and New Mexico, to arrest the person for committing
a felony in Utah (ARS § 13-3832; Idaho Code 19-701; NRS 171.158; NMSA §
31-2-1).

(c) When an interstate compact exists with the state of Wyoming that permits a deputy to
pursue and arrest an offender who has fled Utah (Wyo. Stat. § 7-3-103).

Whenever a deputy makes an arrest in another state, the deputy shall take the offender to a
magistrate or other proper judicial official in the county where the arrest occurred as soon as
practicable (ARS § 13-3833; CRS § 16-3-104; Idaho Code 19-702; NRS 171.158; NMSA § 31-2-2
(New Mexico)).
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Chief Executive Officer

102.1 PURPOSE AND SCOPE
Utah Code 53-6-205 mandates that all sworn officers employed after January 1, 1985 successfully

complete a Utah POST Council certified academy or successfully pass a state certification
examination pursuant to Utah Code 53-6-206, and obtain POST certification, prior to being
permitted to exercise peace officer powers.

102.1.1 SHERIFF CANDIDATEREQUIREMENTS
Prior to filing for the office of Sheriff, any candidate shall at minimum meet the requirements of

Utah Code 17-22-1.5.

A person appointed as Sheriff to serve out the remainder of a vacated office shall, within 60
days after the date of appointment, complete the training and exam as required under Utah Code
17-22-1.5.
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Oath of Office

104.1 PURPOSE AND SCOPE
Deputies of the Weber County Sheriff's Office are sworn to uphold the federal and state

constitutions and to enforce federal, state and local laws.

104.2 POLICY
It is the policy of the Weber County Sheriff's Office that, when appropriate, office members affirm

the oath of their office as an expression of commitment to the constitutional rights of those served
by the Sheriff's Office and the dedication of its members to their duties.

104.3 OATH OF OFFICE
All Sheriff's Office members, when appropriate, shall take and subscribe to the oaths or
affirmations applicable to their positions (Utah Constitution Article IV § 10).

If a member is opposed to taking an oath, he/she shall be permitted to substitute the word "affirm"
for the word "swear."

104.3.1 NEWLY APPOINTED OFFICERS_DEPUTIES
Newly appointed deputies shall take and abide by the oath of office before assuming sworn status.

104.4 MAINTENANCE OF RECORDS
The oath of office shall be filed as prescribed by law (Utah Code 52-1-2 et seq.).
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Policy Manual

106.1 PURPOSE AND SCOPE

The manual of the Weber County Sheriff's Office is hereby established and shall be referred to
as the Policy Manual or the manual. The manual is a statement of the current policies, rules and
guidelines of this office. All members are to conform to the provisions of this manual.

All prior and existing manuals, orders and regulations that are in conflict with this manual are
rescinded, except to the extent that portions of existing manuals, procedures, orders and other
regulations that have not been included herein shall remain in effect, provided that they do not
conflict with the provisions of this manual.

106.2 POLICY

Except where otherwise expressly stated, the provisions of this manual shall be considered
as guidelines. It is recognized that the work of law enforcement is not always predictable and
circumstances may arise which warrant departure from these guidelines. It is the intent of this
manual to be viewed from an objective standard, taking into consideration the sound discretion
entrusted to members of this department under the circumstances reasonably available at the
time of any incident.

106.2.1 DISCLAIMER

The provisions contained in the Policy Manual are not intended to create an employment contract
nor any employment rights or entittements. The policies contained within this manual are for the
internal use of the Weber County Sheriff's Office and shall not be construed to create a higher
standard or duty of care for civil or criminal liability against the County, its officials or members.
Violations of any provision of any policy contained within this manual shall only form the basis
for department administrative action, training or discipline. The Weber County Sheriff's Office
reserves the right to revise any policy content, in whole or in part.

106.3 AUTHORITY

The Sheriff shall be considered the ultimate authority for the content and adoption of the provisions
of this manual and shall ensure compliance with all applicable federal, state and local laws. The
Sheriff or the authorized designee is authorized to issue General Orders, which shall modify those
provisions of the manual to which they pertain. General Orders shall remain in effect until such
time as they may be permanently incorporated into the manual.

106.4 DEFINITIONS
The following words and terms shall have these assigned meanings throughout the Policy Manual,
unless it is apparent from the content that they have a different meaning:

Adult - Any person 18 years of age or older.
CFR - Code of Federal Regulations.
County - The County of Weber County Sheriff's Office.
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Civilian - Employees and volunteers who are not sworn peace officers.
Department/WCSO - The Weber County Sheriff's Office.

DMV - The Department of Motor Vehicles.

Employee/personnel - Any person employed by the Department.
Juvenile - Any person under the age of 18-years.

Manual - The Weber County Sheriff's Office Policy Manual.

May - Indicates a permissive, discretionary or conditional action.

Member - Any person employed or appointed by the Weber County Sheriff's Office, including:

. Full- and part-time employees
. Sworn peace officers

. Reserve, auxiliary deputies

. Civilian employees

o Volunteers

Deputy - Those employees, regardless of rank, who are sworn peace officer employees of the
Weber County Sheriff's Office.

On-duty - A member’s status during the period when he/she is actually engaged in the
performance of his/her assigned duties.

Order - A written or verbal instruction issued by a superior.
POST - The Utah Peace Officer Standards and Training Division.
Rank - The title of the classification held by a deputy.

Shall or will - Indicates a mandatory action.

Should - Indicates a generally required or expected action, absent a rational basis for failing to
conform.

Supervisor - A person in a position of authority that may include responsibility for hiring,
transfer, suspension, promotion, discharge, assignment, reward or discipline of other department
members, directing the work of other members or having the authority to adjust grievances. The
supervisory exercise of authority may not be merely routine or clerical in nature but requires the
use of independent judgment.

The term "supervisor" may also include any person (e.g., deputy-in-charge, lead or senior worker)
given responsibility for the direction of the work of others without regard to a formal job title, rank
or compensation.
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When there is only one department member on-duty, that person may also be the supervisor,
except when circumstances reasonably require the natification or involvement of the member’s
off-duty supervisor or an on-call supervisor.

UAC - Utah Administrative Code (Example: UAC R728-503-10).
USC - United States Code.

106.5 ISSUING THE POLICY MANUAL

An electronic version of the Policy Manual will be made available to all members on the Sheriff's
Office network for viewing and printing. No changes shall be made to the manual without
authorization from the Sheriff or the authorized designee.

Each member shall acknowledge that he/she has been provided access to, and has had the
opportunity to review the Policy Manual and General Orders. Members shall seek clarification as
needed from an appropriate supervisor for any provisions that they do not fully understand.

106.6 PERIODIC REVIEW OF THE POLICY MANUAL
The Sheriff will ensure that the Policy Manual is periodically reviewed and updated as necessary.

106.7 REVISIONS TO POLICIES

All revisions to the Policy Manual will be provided to each member on or before the date the policy
becomes effective. Each member will be required to acknowledge that he/she has reviewed the
revisions and shall seek clarification from an appropriate supervisor as needed.

Members are responsible for keeping abreast of all Policy Manual revisions.

Each Bureau Commander will ensure that members under his/her command are aware of any
Policy Manual revision.

All Sheriff's Office members suggesting revision of the contents of the Policy Manual shall forward
their written suggestions to their Bureau Commanders, who will consider the recommendations
and forward them to the command staff as appropriate.
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Organizational Structure and Responsibility

200.1 PURPOSE AND SCOPE
The organizational structure of the Sheriff's Office is designed to create an efficient means to
accomplish its mission and goals and to provide for the best possible service to the public.

200.2 DIVISIONS
The Sheriff is responsible for administering and managing the Weber County Sheriff's Office.

There are 3 Divisions as follows:
. Administrative Division
o Enforcement Division

. Corrections Division

200.2.1 ADMINISTRATIVE DIVISION

The Administrative Division is commanded by the Administrative Assistant. A civilian employee
whose primary responsibility is to provide general management direction and control for the
Administrative Division. The Support Services Division consists of Technical Services and
Administrative Services.

200.2.2 ENFORCEMENT DIVISION

The Enforcement Division is commanded by a Chief Deputy whose primary responsibility
is to provide general management direction and control for that Division. The Enforcement
Division consists of Uniformed Patrol, Investigations and Special Operations, which includes law
enforcement Aides/Assistants.

200.3 COMMAND PROTOCOL

200.3.1 SUCCESSION OF COMMAND

The Sheriff exercises command over all personnel in the Sheriff's Office. During planned absences
the Sheriff will designate the Chief Deputy, or in his/her absence a Division Commander to serve
as the acting Sheriff.

Except when designated as above, the order of command authority in the absence or unavailability
of the Sheriff is as follows:

(@) Enforcement Division Commander

(b)  Corrections Division Commander

(c) Senior Enforcement Division Captain / Lieutenant
200.3.2 UNITY OF COMMAND

The principles of unity of command ensure efficient supervision and control within the Sheriff's
Office. Generally, each employee shall be accountable to one supervisor at any time for a given
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assignment or responsibility. Except where specifically delegated authority may exist by policy or
special assignment (e.g. K-9, SWAT), any supervisor may temporarily direct any subordinate if
an operational necessity exists.

200.3.3 ORDERS
Members shall respond to and make a good faith and reasonable effort to comply with the lawful
order of superior officers and other proper authority.

200.4 AUTHORITY AND RESPONSIBILITY

Consistent with the principles of sound supervisory practices, all supervisory personnel will be held
accountable for the performance of their subordinates. To facilitate this end, training requirements
for supervisory personnel are assigned in the job description and job task analysis, and in-service
training for supervisors shall address employee career development.

Irrespective of rank, each employee within the organization has clearly articulated duties and
responsibilities. Each employee is hereby delegated the authority necessary to effectively execute
those responsibilities. Each employee will also be held accountable for the appropriate application
of that delegated authority.
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204.1 PURPOSE AND SCOPE

General Orders establish an interdepartmental communication that may be used by the Sheriff to
make immediate changes to policies consistent with the current Memorandum of Understanding
or other collective bargaining agreement. General Orders will immediately modify or change and
supersede sections of this manual to which they pertain.

204.1.1 GENERAL ORDER PROTOCOL

General Orders will be incorporated into the manual as required upon approval of Sheriff. General
Orders will modify an existing policy or create a new policy as appropriate and will be rescinded
upon incorporation into the manual.

All existing General Orders have been incorporated in the updated Policy Manual as of the below
revision date.

Any General Orders issued after publication of the manual shall be numbered consecutively
starting with the last two digits of the year, followed by the number “01.” For example, 09-01
signifies the first General Order for the year 2009.

204.2 RESPONSIBILITIES

204.2.1 STAFF
The Staff shall review and acknowledge revisions of the Policy Manual, which will incorporate

changes originally made by a General Order.

204.2.2 SHERIFF
The Sheriff shall issue all General Orders.

204.3 ACCEPTANCE OF GENERAL ORDERS

All employees are required to read and obtain any necessary clarification of all General Orders.
All employees are required to acknowledge in writing the receipt and review of any new
General Order. Signed acknowledgement forms and/or e-mail receipts showing an employee’s
acknowledgement will be maintained by the Training Officer.
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Emergency Operations Plan

206.1 PURPOSE AND SCOPE
This policy clarifies the role of the Weber County Sheriff's Office and responsibilities of its members

pertaining to large-scale emergencies and the County Emergency Operations Plan.

206.2 ACTIVATING THE EMERGENCY OPERATIONS PLAN

The Emergency Operations Plan can be activated in a number of ways. For the Weber County
Sheriff's Office, the Sheriff or the highest ranking on-duty supervisor may activate the Emergency
Operations Plan in response to a major emergency.

Upon activation of the plan, the Sheriff or the authorized designee should coordinate with County
officials to determine the level of emergency response and to assist with mutual aid response from
local, state, and federal law enforcement agencies.

206.2.1 RECALL OF PERSONNEL

In the event that the Emergency Operations Plan is activated, all employees of the Weber County
Sheriff's Office are subject to immediate recall to service. Employees may also be subject to recall
during extraordinary circumstances as deemed necessary by the Sheriff or the highest ranking
on-duty supervisor.

Failure to promptly respond to an order to report for duty may result in discipline.

206.3 LOCATION OF THE EMERGENCY OPERATIONS PLAN

Copies of the Emergency Operations Plan are available in Administration, the Watch
Commander's office, and Dispatch. All supervisors should familiarize themselves with the
Emergency Operations Plan and the roles members will play when the plan is implemented. The
Administration Bureau Commander should ensure that [department/office] members are familiar
with the roles they will play when the plan is implemented.

206.4 EMERGENCY OPERATIONS PLAN REVIEW

The Sheriff or the authorized designee shall review the Emergency Operations Plan at least
once every two years and ensure that the plan conforms to any revisions made by the National
Incident Management System (NIMS). The Sheriff or the authorized designee should appropriately
address any needed revisions.

206.5 POLICY
The Weber County Sheriff's Office will prepare for large-scale emergencies within and outside its

jurisdiction through planning and mutual cooperation with other agencies.

The County Emergency Operations Plan complies with the State of Utah's Emergency
Management Act (Utah Code 53-2a-101 et. seq.). This plan provides guidance for County
emergency operations within and outside its borders as may be required.
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206.6 DEPARTMENTOFFICE RESPONSIBILITIES
The Patrol Bureau Commander is responsible for planning [department/office] response to
unusual occurrences.

Planning should include provisions for incident/unified command and address the following:

(@)
(b)
(€)
(d)
(e)
(f)

(9
(h)

Natural and man-made disasters (see the Crime and Disaster Scene Integrity Policy)
Mass arrests (see the Temporary Custody of Adults Policy)

Civil disturbances (see the First Amendment Assemblies Palicy)

Bomb threats (see the Response to Bomb Calls Policy)

Other unusual incidents (see the Aircraft Accidents Policy)

Hostage/barricaded person situations (see the Hostage and Barricade Incidents
Palicy)

Emergency situations at correctional or other institutions, if applicable

The County Emergency Operations Plan

206.7 TRAINING

The [Department/Office] should provide annual training on the Emergency Operations Plan for all
supervisors and other appropriate personnel. All supervisors should familiarize themselves with
the Emergency Operations Plan and personnel responsibilities when the plan is implemented.
Training should incorporate a full or partial exercise, tabletop, or command discussion.
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208.1 PURPOSE AND SCOPE

This policy establishes general guidelines for how training is to be identified, conducted, and
documented. This policy is not meant to address all specific training endeavors or identify every
required training topic.

208.2 POLICY

The [Department/Office] shall administer a training program that will meet the standards of
federal, state, local, and Utah Peace Officer Standards and Training Division (POST) training
requirements. Itis a priority of this [department/office] to provide continuing education and training
for the professional growth and development of its members.

208.3 OBJECTIVES
The objectives of the training program are to:

(@) Enhance the level of law enforcement service to the public.

(b) Increase the technical expertise and overall effectiveness of [department/office]
members.

(c) Provide for continued professional development of [department/office] members.
(d) Ensure compliance with POST rules and regulations concerning law enforcement
training.

208.4 TRAINING PLAN

The training plan should include the anticipated costs associated with each type of training,
including attendee salaries and backfill costs. The plan should include a systematic and detailed
method for recording all training for all members.

Updates and revisions may be made to any portion of the training plan at any time it is deemed
necessary.

The plan will address all required training.

208.4.1 GOVERNMENT-MANDATED TRAINING
The following lists, while not all inclusive, identify training that is required under state and federal
laws and regulations.

(@) Federally mandated training:
1. National Incident Management System (NIMS) training
(b) State-mandated training:

1. Compliance with POST-mandated annual certified training of not less than 40
hours which shall include training focused on arrest, control, and de-escalation
(Utah Code 53-6-202(4)).
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2. Part of the 40-hour POST-mandated training shall focus, at least every three
years, on the following (Utah Code 53-6-202(5)):

(@) Mental health and other crisis intervention responses

(b) Intervention responses for mental illnesses, autism spectrum disorder, and
other neurological and developmental disorders

(c) Responses to sexual traumas and investigations of sexual assault and
sexual abuse

3. Firearms qualifications.
4.  Emergency vehicle operations.
5.  Arrest control tactics (defensive tactics).
(c) [Department/Office]-required training:
1.  Legislative changes
2.  State-mandated training
3.  Critical issues training
208.4.2 ADDITIONAL TRAINING

The following list, while not all-inclusive, identifies training that is required by the Utah Chiefs of
Police Association accreditation standards:

(@) Every member appointed or promoted to a first-level supervisory position shall
successfully complete [department/office]-approved supervisory training within three
years of such appointment or promotion.

(b) Every member appointed or promoted to a mid-level management position shall
successfully complete [department/office]-approved management training within three
years of such appointment or promotion.

208.5 TRAINING COMMITTEE
The Training Officer shall establish a Training Committee, on a temporary or as-needed basis,

that will assist with identifying training needs.

The Training Committee should be comprised of at least three members, with the senior ranking
member of the committee acting as the chairperson. Committee members should be selected
based on their abilities at post-incident evaluation and at assessing related training needs. The
Training Officer may remove or replace members of the committee at the Training Officer's
discretion.

The Training Committee should review certain incidents to determine whether training would likely
improve future outcomes or reduce or prevent the recurrence of the undesirable issues related to
an incident. Specific incidents the Training Committee should review include but are not limited to:

(@) Any incident involving the death or serious injury of a member.

(b) Incidents involving a high risk of death, serious injury, or civil liability.
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(c) Incidents identified by the [Department/Office] to determine possible training needs.

The Training Committee should convene on a regular basis, as determined by the Training Officer,
to review the identified incidents. The committee shall determine by consensus whether a training
need exists and then submit written recommendations of its findings to the Training Officer. The
recommendation should not identify specific facts of any incidents, such as identities of members
involved or the date, time, and location of the incident, but should focus on the type of training
being recommended.

The Training Officer will consider the recommendations of the committee and determine what
training should be addressed, taking into consideration the mission of the [Department/Office] and
the available resources. Training recommendations as determined by the Training Officer shall
be submitted to the command staff for review.

208.6 TRAINING ATTENDANCE

(@) All employees assigned to attend training shall attend unless previously excused by
their immediate supervisor. Excused absences should be limited to:

Court appearances.
Previously approved vacation or time off.
lllness or medical leave.

Physical limitations preventing the member's participation

a r w Do

Emergency situations or [department/office] necessity

(b)  Any member who is unable to attend training as scheduled shall notify their supervisor
as soon as practicable, but no later than one hour prior to the start of training and shall:

1. Document the absence in a memorandum to their supervisor.

2. Make arrangements through the member's supervisor or the Training Officer to
attend the required training on an alternate date.

208.7 DAILY TRAINING BULLETINS

The Lexipol Daily Training Bulletins (DTBSs) are contained in a web-accessed system that provides
training on the Weber County Sheriff's Office Policy Manual and other important topics. Generally,
one training bulletin is available for each day of the month. However, the number of DTBs may
be adjusted by the Training Officer.

Members assigned to participate in DTBs shall only use login credentials assigned to them by
the Training Officer. Members should not share their password with others and should frequently
change their password to protect the security of the system. After each session, members should
log off the system to prevent unauthorized access. The content of the DTBs is copyrighted material
and shall not be shared with others outside of the [Department/Office].

Members who are assigned to participate in the DTB program should complete each DTB at
the beginning of their shifts or as otherwise directed by their supervisor. Members should not
allow uncompleted DTBs to build up over time and may be required to complete DTBs missed
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during extended absences (e.g., vacation, medical leave) upon returning to duty. Although the
DTB system can be accessed from any internet-enabled computer, members shall only take DTBs
as part of their on-duty assignments, unless directed otherwise by a supervisor.

Supervisors will be responsible for monitoring the progress of those under their command to
ensure compliance with this policy.

208.8 REPORTING
The Training Officer shall ensure that all required training records are forwarded to POST in the
appropriate format pursuant to UAC R728-410-6.

208.9 TRAINING OFFICER

The Sheriff shall designate a Training Officer who is responsible for developing, reviewing,
updating, and maintaining the [department/office] training plan so that required training is
completed. The Training Officer should review the training plan annually.

208.10 TRAINING RECORDS
The Training Officer is responsible for the creation, filing, and storage of all training records.
Training records shall be retained in accordance with the established records retention schedule.
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212.1 PURPOSE AND SCOPE

The purpose of this policy is to establish guidelines for the proper use and application of
the Sheriff's Office electronic mail (e-mail) system by employees of this Office. E-mail is a
communication tool available to employees to enhance efficiency in the performance of job duties
and is to be used in accordance with generally accepted business practices and current law.
Messages transmitted over the e-mail system must only be those that involve official business
activities or contain information essential to employees for the accomplishment of business-related
tasks and/or communication directly related to the business, administration or practices of the
Sheriff's Office.

212.2 E-MAIL RIGHT OF PRIVACY

All e-mail messages, including any attachments, that are transmitted over Sheriff's Office networks
are considered Sheriff's Office records and therefore are Sheriff's Office property. The Sheriff's
Office reserves the right to access, audit or disclose, for any lawful reason, any message, including
any attachment, that is transmitted over its e-mail system or that is stored on any Sheriff's Office
system.

The e-mail system is not a confidential system and therefore is not appropriate for confidential
communications. If a communication must be confidential, an alternative method to communicate
the message should be used. Employees using the Sheriff's Office e-mail system shall have no
expectation of privacy concerning communications transmitted over the system.

Employees should not use personal accounts to exchange e-mail or other information that is
related to the official business of the Sheriff's Office.

212.3 PROHIBITED USE OF E-MAIL

Sending derogatory, defamatory, obscene, disrespectful, sexually suggestive and harassing or
any other inappropriate messages on the e-mail system will not be tolerated and may result in
discipline.

E-mail messages addressed to the entire Sheriff's Office are only to be used for official business
related items that are of particular interest to all users and must be approved by the Sheriff,
Undersheriff or a Bureau Commander. Personal advertisements are not acceptable.

It is a violation of this policy to transmit a message under another user's name. Users are
strongly encouraged to log off the network when their computer is unattended. This added security
measure would minimize the misuse of an individual's e-mail, name and/or password by others.

212.4 EMAIL RECORD MANAGEMENT

Email may, depending upon the individual content, be a public record under the Utah Government
Records Access and Management Act (Utah Code 63G-2-101 et seq.) and must be managed in
accordance with the established records retention schedule and in compliance with state law.
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The Records Officer shall ensure that email messages are retained and recoverable as outlined
in the Records Maintenance and Release Palicy.
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214.1 PURPOSE AND SCOPE
Administrative communications of the Sheriff's Office are governed by the following policies.

214.2 PERSONNEL ORDERS

Personnel Order may be issued periodically by the Sheriff to announce and document all
promotions, transfers, hiring of new personnel, separations, personnel and group commendations,
or other changes in status.

214.3 CORRESPONDENCE

In order to ensure that the letterhead and name of the Sheriff's Office are not misused, all external
correspondence shall be on Sheriff's Office letterhead. All Sheriff's Office letterhead shall bear the
signature element of the Sheriff. Personnel should use Sheriff's Office l